
Reimagining Privacy  
in the AI Era: Personal Data 
Privacy as a Public Good 
A call for shared responsibility and 
stronger protections to safeguard 
consumer privacy in the digital age.
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Artificial Intelligence is making individual  
privacy choices inadequate
Fifty years ago, personal data was largely private by default.i Today, it can be shared, sold, or traded instantly, 
with or without your consent. The global consumer movement calls for urgent action to protect privacy. 
Consumers need stronger collective protections to ensure personal data is used responsibly, transparently  
and fairly in the AI era. 
Privacy can no longer be managed through individual choices alone. Protecting it should be a shared 
responsibility, not a private burden. 

The pay-off: stronger privacy builds trust  
in the digital economy 
Privacy is an important factor in fostering trust and confidence in the digital economy.  
Transparent, responsible and accountable systems reduce risks, enable safe and fair use of data, 
and empower consumers to engage confidently with digital services. Strong privacy protections 
strengthen consumer confidence and help ensure that innovation delivers benefits for everyone. 

As AI enables providers to collect, predict, and use ever more information, personal data privacy 
concerns continue to grow.    

Providers that protect privacy can have a competitive advantage, but only where consumers have 
real opportunities to choose, switch, and take their data elsewhere.

Our call: make privacy  
a shared protection 
To treat privacy like a public good – such as clean air  
or road safety – with protections that work for everyone 
rather than placing the burden on individuals. Our call  
to action sets out six principles, developed with 
consumer organisations, to help advance consumer 
advocacy, guide responsible business practice and 
support stronger regulation. 
The goal is simple: to ensure that nobody can use our 
data to charge us more, exclude us unfairly, or exploit 
our vulnerabilities. A public good approach does not 
mean using less data. It means managing data in a way 
that maximises public benefit while minimising harm.

Definition: Provider An organisation that develops or operates data systems at scale, using personal data to make 
decisions, personalise services, or influence consumer outcomes.

The problem: consumers are being asked to manage systemic privacy risks
Privacy is treated as each individual’s responsibility: read lengthy policy notices, manage complex settings, and exchange  
personal data for digital services.

That approach no longer reflects how artificial intelligenceii (AI) uses consumer data. AI systems can now predict information  
about us that we never explicitly shared,iii with unclear consequences driven by design choices and lack of governance. The harms 
could include being charged more, denied credit or insurance, steered toward less favourable options, or targeted based on inferred 
characteristics. Consumers in vulnerable circumstances are often the hardest hit and have the fewest avenues for recourse.

90% of consumer 
advocates worldwide 
identify privacy  
and safety as the 
leading consumer 
risks from AI.iv   
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What is privacy and what is a public good?

Privacy is not a textbook public good, but it increasingly works in the same ways. AI creates risks that affect  
everyone making collective protections increasingly necessary. 

PRIVACY means having  
control over how your  
personal information and data  
is collected, used and shared.v   

A PUBLIC GOOD is a resource  
or condition whose benefits and  
harms are shared across society, 
requiring collective governance  
rather than individual management.

Examples of public goods
Clean air: no individual can opt out of air 
pollution, and one person’s exposure to it does 
not reduce another’s. Society relies on collective 
protections, such as emissions standards and 
air-quality regulations, rather than expecting 
individuals to manage the risk for themselves.

Road safety: safe roads, safer vehicles,  
speed limits and seatbelt laws protect everyone, 
including those who personally choose to forgo 
such protections. Individual consent is not the 
governing principle for road safety.

78% of consumers 
in the United States 
would support a 
law regulating how 
companies can collect, 
store, share, and use 
our personal data.vi

•	

Excludable Non-Excludable

Rivalrous Private Goods Common Goods

Non-Rivalrous Club Goods Public Goods

fish timber coalfood      clothes    cars

cinemas gyms private 
beaches

clean 
air 

road  
safety

Public goods have two key characteristics
Non-excludable: people cannot avoid being affected. 
Non-rivalrous: one person’s benefit does not reduce the benefit available to others.
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Enable easy exit,  
portability and  
real choice
Consumers should be able  
to move and delete their data  
without barriers.

Mandate pre-testing, 
monitoring and human 
intervention
AI systems should be tested, monitored  
and audited before and after deployment for 
privacy guardrails. Because systemic harms 
can be difficult to detect, oversight should 
focus on real-world outcomes as well as 
compliance with regulatory requirements.

Ensure effective  
remedy and redress for 
privacy harms experienced
Consumers must be able to understand 
decisions, challenge outcomes and obtain 
timely redress when privacy harms occur.

4 5

Data serves the  
consumer interest first
Providers should use personal data  
in ways that benefit consumers and  
are consistent with the purpose for  
which the data was collected.

Safeguard against  
harmful AI profiling
Protect people not only from excessive  
data collection, but also from harmful  
predictions and profiling.

Ensure accountability and 
effective enforcement
Consumer protection should be built  
into AI systems, markets and regulatory  
frameworks, rather than relying on  
individuals to safeguard their own rights.

1 2 3

6

Six Principles for Privacy as a Public Good
If privacy is a shared condition rather than an individual responsibility, we need shared  
rules that protect everyone. Our framework is built around six principles:
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Protecting Personal Data Privacy Together

The greatest harms  
fall on those least  
able to bear them.
AI can reinforce discrimination, 
manipulation, and unfair 
classification of consumers at  
a scale no individual can identify  
or contest. Consumers in vulnerable 
situations are often affected most, 
amplifying existing inequalities.vii 

AI has turned privacy  
into a collective issue. 
Many of today’s privacy risks 
are collective, rather than 
individual. That’s because AI  
can learn things about you from 
information about other people  
who are similar to you, even if  
you never shared that information 
yourself. Treating privacy as  
a public good places governance 
responsibilities on the actors best 
able to manage these collective 
risks, rather than leaving consumers 
to address them alone. 

Self-management 
places a heavy burden 
on consumers.

Today’s notice-and-consent models 
expect consumers to police their 
privacy across every service. In 
practice, many consumers feel they 
have little meaningful choice but  
to share their data to access digital 
services. Privacy protection should 
not depend on individual vigilance. 

Why should privacy be treated 
like a public good?

Businesses  
cannot solve the  
problem alone.  

Even companies committed  
to stronger privacy practice  
face a collective-action problem.  
Acting alone can create  
a competitive disadvantage  
if rivals continue to extract and 
monetise excessive consumer  
data. Shared rules let firms move 
together without any one of them 
paying the price of going first.

Privacy is about fairness,  
not secrecy.
Privacy is not about having something  
to hide. It is about ensuring personal 
information cannot be used to charge  
people more, exclude them unfairly from 
opportunities, manipulate their choices,  
or exploit their vulnerabilities. Even seemingly 
harmless data can be combined and analysed 
to affect people’s lives in ways they may never 
see or understand. 

Consumers cannot protect 
themselves alone. 
Even if you do not share your own data, 
providers can infer information about you 
from the data of your family, friends, or 
people like you. The reverse is also true: 
your data can reveal information  
about others who have shared nothing 
themselves. Privacy is therefore a shared 
condition. No individual can fully protect 
it – or consent it away – on their own.
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A dominant business model treats consumer 
data as a raw material to be extracted, 
processed, and monetised beyond what benefits 
the consumer. Data sharing can deliver real 
benefits, in scams or fraud preventionviii – and 
consumers may value personalisation where  
it is appropriate. However, collecting more data 
than necessary creates opportunity for harm. 

AI takes the existing data from Step 1 to generate  
new behavioural profiles and predictions about 
people, including information they never explicitly 
shared. These predictions evolve at a speed and 
scale that outpace individual consent frameworks, 
and existing safeguards often do not adequately 
govern how these predictions are created or used.ix 

Predictions made in Step 2 can influence prices, 
products and opportunities, often without people 
knowing or being able to challenge the outcome.x

Example: Mortgage Rate Calculation with No Explanation
A consumer renews their mortgage and is quoted a higher rate than 
expected. Rather than relying on traditional factors –such as age, postcode, 
claims history – the lender’s AI pricing system analyses a broad range of 
data to predict risk and profitability, potentially drawing conclusions about 
the consumer from personal data that they never disclosed. The consumer 
receives no clear explanation for the higher rate and has little opportunity 
to understand, question or challenge the outcome.

Example: Loyalty Scheme Data Used Beyond Consent
A consumer joins a supermarket loyalty scheme and agrees to receive 
personalised offers. Years later, the same shopping data is used by an AI 
system to predict sensitive characteristics, such as health risks, financial 
stress or major life changes. The resulting profile is shared with third 
parties the consumer never expected to interact with. Their original 
consent did not extend to creating or sharing this behavioural profile.

Example: Bank Uses Data to Stop Scam
A bank detects an unusual payment and stops a scam before 
money leaves a customer’s account. This protects consumers 
because the data is used for a clear purpose. By contrast, 
collecting, reusing and trading data without clear limits removes 
that protection. The consumer value requires a defined purpose.

Step 1:
Data is collected for  
uses beyond serving  
the consumer.  

Step 2:
Unauthorised creation  
of new data and profiles  
of the consumer. 

Step 3:
Opaque AI decisions impact 
the consumer’s access  
to products and services,  
with unclear redress.   

Today’s AI-Driven Data Economy exposes 
consumers to harm at every stage
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Consumers should be able to use digital services without feeling they must give  
up their privacy in return. Strong baseline protections reduce uncertainty about how 
personal data is collected, used and shared. When privacy is protected by default, 
consumers can participate in the digital economy with greater confidence. 

Today’s privacy framework often relies on individuals identifying problems 
after harm has already occurred. A public good approach shifts responsibility 
to providers and regulators to prevent harm in the first place. Clear rules and 
accountability create greater certainty for consumers and businesses alike.

Today, services with the most users often have the greatest data advantage:  
more data can strengthen products, improve targeting and reinforce market  
power. Strong privacy protections, combined with effective portability and  
switching rights, can create opportunities for new services to compete on quality,  
trust and innovation rather than on the volume of data they have accumulated.

Trust is a foundation of the digital economy. We contend that when consumers believe 
their data will be used responsibly, they are more willing to engage with new technologies 
and services. Businesses benefit from stronger customer relationships, while innovators 
can develop products that create value without relying on increasingly intrusive data 
practices. Shared privacy protections also help ensure businesses compete on trust  
and innovation, rather than on how much consumer data they can extract.xi

Trust  
and digital 
participation

More  
efficient 
markets

Greater 
choice and 
innovation

Economic 
growth 
through trust

Building a digital economy that protects  
consumers and delivers wider benefits
A public good approach does not mean we need less data. It means managing  
data in ways that maximise benefits for consumers while minimising harm. 

EXAMPLE 
A consumer can attend a public 
event or use an essential service  
without their presence being 
tracked, profiled or targeted for 
unrelated commercial purposes.

EXAMPLE 
A provider that offers privacy-
protective services can compete  
by earning consumer trust,  
rather than by collecting ever  
more personal information.

EXAMPLE 
Food safety protects everyone  
who buys food, not just those  
who read labels. Data privacy 
should work the same way, with 
protections built into the system 
rather than relying on consumers  
to manage every risk themselves.
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Principle 1: Data serves  
the consumer interest first

Providers should use personal data in ways that benefit 
consumers and are consistent with the purpose for 
which the data was collected.
•	 Heightened standards for people at greater risk.  

AI systems should apply stronger protections – such  
as disabling profiling and targeting and applying 
protective settings by default – when processing  
data relating to children, older consumers or others 
who may be more vulnerable to harm.

•	 Fair treatment of data, regardless of consent. All data 
collection and use should be fair and proportionate, 
whether or not a consumer has given consent. Consent 
cannot authorise unfair processing that creates harm 
or unreasonable risk, and one person’s consent cannot 
authorise processing of another’s data.

•	 Use privacy-preserving technologies. Providers 
should prioritise approaches that deliver utility, 
including personalisation where relevant, without 
requiring mass collection of personal data. 
Technology already makes this possible.xiii 

•	 Maintain strong security standards. Providers should 
maintain security standards proportionate to the 
sensitivity of the data they hold and the scale at  
which they operate. A privacy framework that can  
be undermined by a preventable breach is not 
functioning in the public interest. Security obligations 
should be continuous and auditable.

Principle 2: Safeguard  
against harmful AI profiling

Protect people not only from excessive data collection, 
but also from harmful predictions and profiling.
•	 No automatic data reuse for AI training.  

Data collected for one purpose should not be 
repurposed to train AI systems in ways that 
conflict with applicable law, privacy obligations, 
contractual commitments, or reasonable 
consumer expectations. Such uses should be 
governed from the point of collection and subject 
to transparency, proportionality, and oversight.

•	 Limits on predicted data and profiles. Obligations 
should extend to what AI systems are permitted  
to predict and act on – including health status, 
financial vulnerability, and values or beliefs 
predicted from other information – not just the 
data collected. Limits should be proportionate:  
the greater the potential impact on consumer’s 
access to services, jobs, or other consequential 
outcomes, the stronger the controls should be. 

•	 Prohibited and restricted uses. Certain data  
uses should be prohibited regardless of consent, 
including predicting protected characteristics  
in ways that enable unlawful discrimination, unfair 
treatment, exploitation, or manipulation; targeting 
based on vulnerability; or using behavioural  
profiles to manipulate decision-making.

Principle 3: Ensure accountability 
and effective enforcement

Consumer protection should be built into  
AI systems, markets and regulatory frameworks, 
rather than relying on individuals to safeguard  
their own rights.
•	 Enforceability requires investment. Regulatory 

bodies should have the technical expertise,  
legal mandate, and resources needed to govern  
AI systems effectively.

•	 Consumer choice and privacy protection  
should be regulatory priorities. Regulatory 
frameworks should ensure market power  
is not used to make it hard for consumers  
to switch or to weaken privacy and choice,  
so that scale benefits consumers rather than 
entrenching control over their data.

•	 Cross-border governance. Binding minimum 
standards for data collection and processing 
should apply regardless of where a company  
is headquartered or where data is processed. 
Cross-jurisdictional enforcement and information 
sharing should support consistent protections. 

How we can achieve this: core principles  
of privacy as a public good 
If privacy is a collective condition rather than an individual responsibility, governance 
should shift from managing consumer choices to shaping the behaviour of providers  
and systems. These six principles provide a framework for doing so.xii 



9

How we can achieve this: core principles  
of privacy as a public good 

Principle 4: Enable  
easy exit, portability  
and real choice

Consumers should be able to move and delete their  
data without barriers.
•	 Portability and compatibility between services.  

Data portability and, where appropriate, 
interoperability can support consumer choice, 
innovation, and trust when implemented in a secure, 
privacy-protective, and proportionate manner.xiv  
Consumers should be able to choose the services  
that best protect their privacy without being locked in. 

•	 Simple account deletion. Consumers should be able 
to close an account and have their personal data 
erased through a process no more difficult than the 
one used to sign up. 

•	 Withdrawal of consent. Where processing relies on 
consent, consumers should be able to withdraw it as 
easily as they gave it, at any time and without penalty. 

Principle 5: Mandate  
pre-testing, monitoring  
and human intervention

AI systems should be tested, monitored and audited 
before and after deployment for privacy guardrails. 
Because systemic harms can be difficult to detect, 
oversight should focus on real-world outcomes  
as well as compliance with regulatory requirements.
•	 Pre-deployment assessments. AI systems used  

in high-impact areas, such as healthcare or 
financial services, should undergo risk-based 
assessments before deployment. The assessment 
should be proportionate to the use case, the 
sensitivity of the data involved, and the severity 
and likelihood of potential harm.xv

•	 Human intervention. Human oversight should 
allow providers to identify, challenge and correct 
harmful outcomes.

•	 Continuous auditing. Providers should actively 
monitor and audit AI systems throughout their 
lifecycle. Auditing and testing should identify 
discriminatory outcomes, system drift, 
disproportionate impacts on specific groups,  
and emerging harms. 

•	 Transparency reporting. Regulated entities  
should report on their systems’ performance 
against required standards, making outcomes 
visible to regulators and the public.

Principle 6: Ensure effective 
remedy and redress for 
privacy harms experienced

Consumers must be able to understand decisions, 
challenge outcomes and obtain timely redress  
when privacy harms occur.
•	 A clear point of contact for consumers.  

Every jurisdiction should have a designated  
body with the mandate and resources to provide  
human support on complaints, investigations,  
and enforcement. Consumers need to know  
where to go for help.

•	 Decisions people can understand and challenge. 
Where AI influences consequential decisions, 
consumers should receive explanations in terms 
consumers and regulators can understand  
and act on.

•	 Redress should match the scale of harm.  
When AI harms large groups of consumers, 
redress should also operate at scale. Consumer 
organisations and regulators should be able  
to bring collective actions on behalf of everyone 
affected, rather than leaving individuals to seek 
remedy alone.xvi  
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Delivering better outcomes for stakeholders

For Governments  
A public good framework gives 
governments the tools to govern 
proactively, rather than responding  
after harm has occurred. This:

•	 shifts the focus from reactive 
enforcement to system-level safeguards;

•	 strengthens public trust in digital 
systems and the institutions that  
oversee them;

•	 provides a foundation for cross-border 
cooperation on an issue that does  
not respect national boundaries.

For Consumers  
A public good approach means  
privacy protection no longer  
depends on individual consumer 
knowledge, time, or resources. People are 
safeguarded by the system itself. This:

•	 removes the burden on individuals  
to manage systemic privacy risks;

•	 protects against exploitation regardless 
of capability or digital literacy;

•	 creates meaningful routes  
to challenge AI-driven decisions;

•	 promotes choice and interoperability 
across services;

•	 strengthens accountability systems  
for consumers.

For the  
private sector  
Clear rules benefit businesses. This:

•	 distinguishes between data use  
that creates genuine value and  
practices that are simply extractive;

•	 creates consistent competitive 
conditions that apply across  
the market;

•	 builds consumer trust as a competitive 
market asset rather than treating  
privacy as a compliance cost.xvii  



11

A collective call to recognise personal  
data privacy as a public good
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ORGANISATION COUNTRY
Acción del Consumidor (ADELCO) Argentina

Association for the Defence of Consumers and the Environment (ADEC - Association pour la Défense de l'Environnement et des Consommateurs) Senegal

Benin Health and Consumers’ Survival (BSSC - Bénin Sante et Survie du Consommateur) Benin

Brazilian Institute of Consumer Protection (IDEC -Instituto Brasileiro de Defesa do Consumidor ) Brazil

Consumer Advocacy and Empowerment Foundation of Nigeria (CADEF) Nigeria

Consumer Association of Mauritius (ACIM - Association des Consommateurs de I'lle Maurice) Mauritius 

Consumer Council of Fiji Fiji

Consumer Defence Association (ADECO - Associação para Defesa do Consumidor) Republic of Cape Verde

Consumer Defence Group of Mali (REDECOMA - Regroupement pour la défense des consommateurs du Mali) Mali

Consumer NZ New Zealand

Consumer Policy Research Centre (CPRC) Australia

Consumer Protection Association of Mercosur (PROCONSUMER - Asociación de Protección de los Consumidores del Mercosur) Argentina

Consumer Protection Association Kuwait

Consumer Reports United States

Consumer Unity and Trust Society (CUTS) India

Consumer VOICE India

Consumers Association of Bangladesh Bangladesh

Consumers Council of Canada Canada

Consumers Japan Japan 

Federation of Consumers and Users (CECU - Federación de Consumidores y Usuarios) Spain

Fundación Ambio Costa Rica

Hong Kong Consumer Council Hong Kong

Kenya Consumers Organisation Kenya

Koodos Labs United States

Myanmar Consumers Union Myanmar

National Observatory for Consumer Protection (ONPECO) Dominican Republic

Norwegian Consumer Council (Forbrukerrådet) Norway 

Paradigm Initiative Nigeria

South Sudan Consumer Protection Organisation (SSCPO) South Sudan

Swedish Consumers’ Association (Sveriges Konsumenter) Sweden

Thailand Consumer Council Thailand

Yayasan Lembaga Konsumen Indonesia Indonesia

SIGNATORIES
Reclaiming Privacy in the AI Era: Personal Data Privacy as a Public Good is endorsed 
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