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Why does identity in online
peer to peer markets matter?
In October 2017, Consumers International brought
together a group of stakeholders to explore the potential
of digital ID services to improve security and safety in
peer to peer markets. Participants included
representatives from the different sectors and interest
groups involved in this fast emerging area including peer
to peer platforms, online businesses, digital ID providers,
privacy advocates, standards bodies and consumer
groups from around the world. The day involved a number
of sessions to consider different aspects of the issue.

The event is part of Consumers International’s
commitment to work with a variety of different
stakeholders to better understand new and emerging
challenges and opportunities in the digital economy and
deliver faster and more effective positive consumer
outcomes.
This brief report gives some background to the topic and
summarises the outcomes of the event.

Background: Why does identity in online peer to
peer markets matter?
Online peer-to-peer markets and platforms have improved choice and convenience for many consumers – and in
some cases given them the opportunity to become providers themselves. Whether you are calling a cab, finding a
date, renting a holiday home, buying a gift or putting up a shelf - people around the world are increasingly turning to
apps and websites that can connect them to other individuals who can offer what they need, rather than going to a
traditional company.
These markets certainly offer consumers many opportunities, but also pose some challenges. Given that some
people do seek to misuse the opportunity that peer to peer platforms offer - consumers can face risks. Some risks
are financial as the providers are sometimes not registered and if they fail to deliver goods or services as offered, it
can be hard to get redress. In addition, although many transactions on these platforms do not result in the seller and
buyer meeting, in some cases they do result in offline interactions between strangers. If you find someone online to
fix your sink, how do you know you are letting the right person in? Or that the tutor you book for your child is properly
qualified and has been through appropriate background checks? That your lunch date is really who they say they are?
These issues can pose serious risks to individuals and in the long term could erode the consumer trust and
confidence that is a prerequisite for a successful, participative digital world. Challenges like this where practice
moves fast and cuts across sectors aren’t easily solved in isolation, which is why Consumers International wanted to
bring together a range of organisations to consider how to enable consumers to have safer peer to peer interactions
on and offline.
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Peer-to-peer
platforms have
always existed…

...but have never been so
accessible, or on such a
large scale.
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identity issues in peer to
peer markets
For decades, consumer organisations have worked to
establish standards of clarity, protection and fairness in
consumers’ interactions with businesses. Businesses
were identifiable brands that could be held to account.
Now though, a consumer is just as likely to be dealing
with another individual as with an established
organisation.
As relationships in markets change, it not only creates
new challenges but the need for new approaches from
companies, regulators and consumer organisation to get
the best outcomes for consumers.
The types of identity-related challenges a consumer
might face depends on the kind of peer to peer platform
they are using and what they are using it for.

In France, while the vast
majority of consumers
surveyed were optimistic
about the benefits of peer to
peer models, 64% also
thought they presented a
significant risk of scams.1
In these environments, there are issues of trust and the
need to mitigate risk for both sides of the interaction.

• Risks to physical safety: in the absence of verified
identification and reliable background checks, there are
incidents of consumers being threatened or assaulted
by those they meet online, whether in the course of a
date, a car ride or a holiday.

Can I trust this
person to do the
renovations on my
house?
Demand side

• Risks to personal safety: the use of peer to peer
platforms to identify and target, hassle and stalk other
individuals, either online or offline.

Can I trust that
this person owns
the house and has
means to pay me?
Supply side

• Financial risks: consumers might be scammed into
overpaying, paying for a service they never receive, or
opening up their financial details to being exploited in
future.
• Risks to property: if a consumer is putting up their
property for usage or rent—whether it’s a house, a car
or a power tool—they need to know who’s using it to
know that it will be treated with respect.
• Risks to personal information: behind all of the above
is the question of what data consumers give up to
whom. To provide extra assurance, consumers might
provide additional data either to the platform or to the
other party. But in either case, this creates future
issues of data protection and control.

Not all risks are directly related to confidence in the other
party’s identity, or can be mitigated by the provision of a
trusted identity. But having that confidence is very often a
foundation for trust, as well as a basic requirement for
securing redress if necessary.
Meanwhile, many risks affect both parties equally. Not all
risks are directly related to confidence in the other party’s
identity.

‘Infographie: économie collaborative rime aussi avec arnaque pour 64%
des Français’, L’Usine Digitale, 17 December 2015.
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Options and approaches to
trusted identities online
Addressing these issues of trust and identity in peer to
peer markets requires a broad and collaborative approach
,as there is no one single solution. However, a range of
innovations and policy options is starting to emerge
which fall into three areas: education and awareness,
regulation and innovation.
Education: consumers should be made aware of the kind
of risks that exist on these platforms, and how to avoid
them. In part, this is the responsibility of the platforms
themselves. Large companies such as eBay have partly
led the way in going beyond FAQs to keep their users
informed. Government initiatives may also have a part to
play, as may targeted interventions for particularly
vulnerable groups.
Secondly, online peer to peer markets raise new questions
for regulation. Existing regulations in many jurisdictions
make very different provisions for exchanges between
individuals and exchanges with a business. Yet as
exchanges between individuals become more widespread
in the future, this may need to be reassessed.
But thirdly—as was the focus of the event—there is a need
for innovation to provide new models for building trust
through identity online. These models are only starting to
emerge. Some are being promoted by governments, such
as Estonia’s integrated e-government ID system or the
US’s more arm’s-length ID Ecosystem approach.

Australian peer to peer
household services platform
Airtasker has recently formed
a partnership with the
Commonwealth Bank of
Australia, for the bank to
check user names and dates
of birth against their
information and provide a
verification ‘badge’ to appear
on their account.2
Others are being developed as in-house solutions by the
larger peer to peer platforms: for instance, Airbnb now
requires users to take a photo with their passport. Others
are building on other existing forms of online identity, for
example, by linking accounts to consumers’ profiles on
social media.
Amongst these innovations one possibility takes a more
direct approach to online identity verification the concept
of Digital ID - a single, private, interoperable digital
document that consumers could use across different
platforms, to prove their own identity and enable them
to trust others.

‘CBA signs first sharing economy digital identity deal with Airtasker’,
Australian Financial Review, 27 February 2017.
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How does digital ID work?

Digital ID works in two stages:
Stage one - it verifies the user’s identity by establishing a link with an existing form of official or other identity.
For example, matching up a photograph of yourself to your passport picture or driver’s license.
Stage two - It provides a unique, trusted certificate of this identity in a secure digital form that can be used in different
contexts where proof of identity is required.
Once these two stages are complete, Digital ID has a wide range of applications. These rely on a number of providers
recognising and having systems that accept Digital ID.
There are two main uses of Digital ID. Firsty, it can be used to verify the user’s identity on their existing accounts.
Secondly, if it is widely enough accepted, it can replace different passwords as a way to log into these accounts.

1. Verification
DIGITAL
ID
Individual

Offical identity document

Verified

Digital ID created

2. login
DIGITAL
ID
Individual
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Digital ID

App or service accessed
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Digital ID can be made up of many kinds of information
about a person. At its simplest, it could simply confirm
the user’s name and that they have provided a link to an
official identity document like a passport. However, it
could also verify information on age, gender, nationality,
income and address etc. All of this information would be
particularly relevant for use by governments, for example
to identify who is entitled to which public services. With
more complexity, Digital ID could also be linked to
biometrics of various kinds, such as facial appearance,
fingerprints or an iris scan.
Digital ID also has the potential to link to other types of
information about that individual, based on data collected
from authorised sources, such as qualifications,
registrations, residency and criminal record checks.
Information could also be inferred from people’s social
media activity, internet use or from reviews about them
on other peer to peer sites – essentially carrying around
their reputation data within their ID.
The more data the Digital ID contains, the more

transparency it is able to provide in peer to peer markets.
More transparency means more accountability and
security can be built into on and offline interactions.

Transparency in this sense doesn’t mean the other person
being able to see everything about you. It simply means
that the information you share about yourself can be
taken in good faith by another, as it has been
independently verified by a trusted third party.
This means that you can confirm to an accomodation
host that you are over 18 via a simple verification, without
revealing your full date of birth.

3. peer to peer
DIGITAL
ID
User

p2p
service
platform

Homeowner
Reliable payer

DIGITAL
ID
Certified
Good ratings

Tradesperson

Opportunities and risks
of digital ID
Digital ID could play a major part in mitigating the risks that consumers currently face in peer to peer interactions online,
as outlined above. Knowing that people are who they say they are online—and potentially enriching the data users can see
about one another—would help build trust.
Across the US and the UK, more than a fifth of consumers have abandoned a transaction of this kind because ‘I wanted to
3
know more about the other person’.
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It would also be key to accountability: part of the problem
at the moment is that individuals can sometimes get
away with abuses on peer to peer platforms without
being traced. Digital ID would make it easier to track down
wrongdoers.
Digital ID could help progress data minimisation, which is
a key principle of data protection and given new strength
in the EU General Data Protection Regulation. This puts
the onus on companies to only collect the data about
people that is necessary in relation to processing
purposes. Digital ID tools can help provide the necessary
verification that someone is say, over the age of 18,
without people needing to provide their date of birth to a
number of services – effectively enabling people to
consistently share less, rather than more.
Consumers may have greater transparency of how their
data is used and by whom through facilities like
receipting. These give consumers clear sight up front of
what they are being asked to share and access to a clear
receipt afterwards - there is much greater transparency.
Digital ID will also be more convenient for consumers.
Rather than having to go through a lengthy verification
process on each new website, they could simply use the
same digital document. This could cut out the need to set
up new accounts with new, forgettable and often insecure
passwords. Yet for this to happen, it is crucial that
different forms are interoperable accepted as widely as
possible, instead of consumers needing a different Digital
ID on each platform.
At the moment, the approach to Digital ID is patchy, for
example, the French carpooling platform BlaBlaCar
now gives an option to verify your passport on its
website in order to get an extra stamp on your account,
but this is not compulsory. Meanwhile its Slovenian
rival GoOpti only requires passengers to bring an ID
document with them to show to the driver.
On the other hand, Digital ID may also pose new risks to
consumers, or exacerbate existing issues. One of these is
a possible threat to privacy. Although Digital ID can keep

personal details in a more secure form online, it may also
increase what is considered normal or necessary to share
on peer to peer platforms. For example, could it open the
door to consumers having to display intrusive, creditrating style composite scores on their accounts? And if
Digital ID providers administrate all of a consumer’s most
personal data, how can this be kept safe and private?
In 2014, in South Korea, a government database
which forms the basis of an integrated Digital ID
system was hacked, resulting in the loss of personal
details of upwards of 27 million individuals.
4

There is also a question regarding control of ID and digital
documentation. If it is stored and shared in a format
developed by a private company, what ownership and
control does a consumer have? What if the consumer
wants to export their data elsewhere? A group of internet
activists have called for something called ‘self-sovereign
identity’, where the consumer has absolute control over
their own Digital ID documentation. Could this be a
potential future direction and what impact would this
have on digital markets?
Lastly, it is important to consider not only those
consumers immersed in new ways of consuming who are
likely to welcome Digital ID, but the impact on other
groups of consumers as well. If providing a high-tech
form of digital identification becomes the norm, this could
become a barrier to those who are slower adopters, for
example older people or those who are less tech savvy or
have less access to advanced computers.
Furthermore, what about the people who Digital ID might
show up: those with an unrelated criminal record, or
without state documentation, or with a questionable
history in peer to peer markets? You might say these are
exactly the kind of people other consumers are worried
about, and identifying them is the problem that Digital ID
is trying to solve. But do they have a right to reply or to
provide context to their identity - and what of their right to
digital participation?

‘The sharing economy consumer views survey’,
Veridu and The People Who Share, May 2016.
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‘Digital identity: issue analysis’, Consult Hyperion, June 2016.
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Insights and questions from
the event discussion
Held under the Chatham House rule, all opinions were
those of participants.
Participants felt the increasing ubiquity of digital services
and social media in everyday life has created a blurring of
professional and personal identities. There were two
interpretations of the impact of this: one that it was
perhaps driving a desire to be more authentic and open
about different aspects of one’s life online, another
suggesting that people accept the opening up of different
aspects of their identify, as there is no longer a genuine
choice to keep it separate.
Boundaries are also increasingly blurred by the rise of
online peer-to-peer markets, where people can play the
role of both provider and consumer. This creates a key
tension where as individuals in peer to peer transactions
we may want anonymity, speed and convenience,
whereas as an individual in a digital society, we might
demand accountability.
The conversation then moved to how innovations in
digital ID can play a role in addressing these tensions by
creating a framework for both protecting privacy and
enabling accountability and protection.
The discussion that followed revealed uncertainty in the
concerns, possibilities and expectations for digital ID in a
number of areas:
Data security: Providing large amounts of data to
one provider could increase risk and means there
needs to be concerted efforts to ensure protection
and security. All parts of the system need to be able to
take responsibility.
Inclusion: Mainstreaming of digital ID could exacerbate
social divisions by limiting access to a variety of
services and opportunities to those with official identity
documents (which may exclude refugees, migrants or
poor communities in the Global South). But there is
also the potential for enhanced inclusivity with digital
ID verification able to transcend geographical
boundaries and unfair prejudices. Additionally, the
accruement of detailed personal information could
lead to people being unfairly excluded on P2P
platforms due to past circumstances or activities that
are no longer relevant.
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Data usage: Can innovators collect less and be more
specific to ensure privacy without compromising
robust verification? There was also discussion on the
potential for biometric proofing that would negate the
need for large amounts of personal data to be stored.
Data collection and control: People should have the
ability to erase information when desired and/or in the
event of corporate malpractice. Even if collected with
good intention, shareholders may push to mine data
collected for profit. People must be able to know that
their data is safe and will be used properly at all times.
Smarter consent: Better ways of seeking agreement
to collection and use of data are needed, such as a
tiered consent ID system where certain types of
personal information are disclosed at certain stages
of the transaction to protect consumers, or a sliding
scale of information disclosure depending on the
transaction in question.
Choice: As the digital ID system develops,
interoperability should be prioritised so that consumers
are able to move data across platforms securely.
Consumers may not trust small start-ups with such
personal information, making it harder to promote
innovation and create competitive markets.
Engagement: Consumers need to engage more in the
future direction and dialogue of digital services and
demand what they want, although this is very difficult
given the dominance of particular business models,
familiarity of ubiquitous technology and power
imbalances between large companies and consumers.

Regulation: There are complex, inconsistent and
conflicting national and regional standards. There was
recognition of a need for some form of globally
applicable regulation and consistency to aid both
consumers’ understanding and society-orientated
product development.

The discussions showed the need for all participants in
the Digital ID system to listen and connect more with
each other to understand where concerns lay and why,
and how these might be realistically addressed.
Working across groups and sectors, the following
questions were posed as being useful to understanding
what each participant in the Digital ID system requires
of the other:

Throughout these discussions, it emerged that there were
key concerns about the difference between the services
that innovators, companies and governments are providing
to consumers, and what consumers want and expect.

5. How do we know
1. How can we keep 2. Are conditions in 3. How do we know 4. How can you
provide
the true value of
identities separate place for
how our data is
consumers to take
transparency and our data?
if we want to?
being used?
control of their ID?
accountability?

INNOVATOR

CONSUMER
1. How much information do 2. What services do you
want?
you want?

1. What decisions and regulatory
frameworks do you want on
your behalf?

3. What do you need to
know?

2. How much consumer ease do
you want to sacrifice for improved
regulation?

CONSUMER

REGULATOR
1. Who is responsible 2. Can you give us a 3. Where is the
real alternative to
balance of
for the security of
tick box consent?
responsibility
our identification?
for risks?

1. How much about
someone do you need to
operate?

4. Does someone
have a right to
really know you?

5. How do we know
how our data is
being
interpreted?

3. How do you
2. Can you share data
across different
design services
platforms and devices?
for everyone?

REGULATOR
1. How can you
make regulation
less complex and
uniform?
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6. Do we have a right
to be forgotten/
delete our data?

4. How do we know
you’re secure?

INNOVATOR
2. How are we rewarded
for keeping within
regulation? How are
others sanctioned?

3. What values
do you want
us to
prioritise?

4. How can balnce maintaining
competition and encouraging
small companies with
increased regulatory
requirements?
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Conclusion

Digital ID has real potential to improve safety and
security in peer to peer platforms and offer greater
assurance to consumers. However, the collection and
use of personal data is obviously a sensitive issue and
providers will need to demonstrate that they are
responding to consumers concerns and needs.

This event certainly demonstrated the benefits
of bringing together different stakeholders to have
an open discussion. A number of participants
mentioned that this was an unusual but very valuable
opportunity to learn from others and should be
repeated more often.

Regular media stories about the loss or misuse of
personal data are both an opportunity and a challenge
for digital ID providers, a challenge in that these stories
could undermine consumer trust in the sector as a
whole, but also an opportunity in that in digital ID
services are themselves one way to mitigate this risk.

Perhaps because different actors are not accustomed
to speaking to each other about these issues,
some time had to be spent establishing some basic
understanding of each other’s positions. More time
would be needed to start to address some of the
specific issues raised and begin to work towards
articulating potential solutions. However, the progress
made at this event suggests that there is real potential
to continue the discussion.

Regulators will also have an important role to play in
responding to consumers’ needs whilst ensuring they
do not stifle the innovation that also has an important
role in responding to what consumers want. The
implementation of the GDPR will be a test of how well
this can be achieved.

We would like to thank Yoti for their support for this event
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Consumers International is continuing to address the
issue of Digital ID through a range of different events
and dialogues, ensuring the consumer perspective is at
the heart of this important emerging service.

Consumers International
24 Highbury Crescent, London
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